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Problem Definition 
Android/SilverPush.A, JS-Nematode, and SMS/Fraud Billing.A. These are three of the latest 
computer viruses found from 11/20/2015 to 12/17/2015. Even though you may not have even 
heard of many of the computer viruses out there, they can cause destruction. An example would 
be Stuxnet that spread from 2009 to 2010. Stuxnet was different since it was targeted to 
industrial systems software. It was specifically designed to damage machines in Iran's uranium 
enrichment facility in Natanz. It caused their uranium enrichment machines to spin out of control 
and self destruct. That is the seriousness of what computer viruses can do. Most viruses are 
created by the user of the computer manually starting them by themselves by opening emails, 
starting an unknown program, opening hacked web pages, opening internet chat rooms, etc. 
Our goal is to find how quickly viruses can hack a network of computers that are secure through 
email. Also we will try to find a way to slow a spread of the virus in a secure network.  
 
Problem Solution 
We are investing how quickly computer viruses can spread in a secure network by email and 
how to slow the spread of the virus. We are going to use NetLogo to model a network of 
computers linked together with a virus that will start in one of the computers by email and will 
spread to the other linked computers. We will add a computer with a that will not get infected, 
since it didn’t open the email and see if that will slow the spread of the virus. We will use this 
model to see how we can try to slow the spread a virus that is started through email. 
 
Progress to Date  
In our current progress, we have created a model to show how a virus can spread in an 
unsecure network. We have created a slider that creates from 0 to 1000 turtles and another that 
creates from 0% to 100% initial infected with a virus. Lastly we have a slider that shows from 
0% to 100% probability of infection by the virus. We have created links between the turtles, 
directly and indirectly, that shows a network, and is how the virus can spread. We are also in the 
progress of adding security to our linked computers to try and find the difference of the spread 
of the virus between the secure and unsecure networks of computers.  
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Figure 1: Computer network with 240 computers, 1.4% initial infection and 1.1% probability of 
infection. 

Figure 2: Computer network with 100% infection. 



 
 
Expected Results 
After modeling and finding the results we plan to see how computer viruses spread in secure 
and unsecure networks. We hope to find a good way to slow the spread of a virus spread 
through email in a secure network once the virus enters a secure computer in the network and 
is detected.   
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