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PROBLEM DEFINITION:  Our project focuses on the workings of the computer worm 
Stuxnet.  Stuxnet is a controlled computer worm.  Speculation is that the U.S  and Israeli 
government created Stuxnet, but no one is sure who created it. This computer worm 
attacked the Iranian nuclear program in the year of 2007.  Stuxnet altered Programmable 
Logic Controllers used in the nuclear program. There are two versions of the worm.  
Stuxnet will spread  with a USB to its chosen target and stops after the third affected 
computer. The second version is able to spread to many other computers including the 
chosen target. We are having a difficult time coming up with a question to solve about 
Stuxnet without doing a simulation.  
 
CODING:  We plan to code Stuxnet using NetLogo. The code is going to have a total of 
six computers and one virus. Because Stuxnet has two versions of throwing the virus, we 
plan to simulate how both of the versions work. The first version of code will show 
the worm infecting one computer, spreading to two other computers, and stopping. The 
actual Stuxnet virus’ first version only targets the Programmable Logic Controllers. The 
coding of the second version  display   what will happen after pressing the “GO” button.  
The virus will have no end and spread to all the computers in the simulation.  The second 
version  infects the Iranian government's industrial facility systems. Stuxnet also went to 
infect other places around Iran. The spreading of the virus will  show with the diffusion 
method.  The diffusion method will be 
 
PROGRESS:  Our progress focuses on our coding and research towards Stuxnet. The 
information that we plan to have is how it has affected Iran and the truth behind the 
action of this virus. We will achieve this  progress is getting information from books and 
electronic sources. We have planned on going to a library and get some books about the 
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virus Stuxnet. We are still working on the coding by exploring  fields of diffusion that will 
help us to develop a life like model. 
 
RESULTS EXPECTED:  The results we expect to find are how Stuxnet enters a computer 
system. We expect to learn how Stuxnet neutralizes and reprograms the main system. 
Another expectation that we have is to see if there is a antivirus capable of stopping 
Stuxnet.  We will discover how the antivirus effects Stuxnet and how it rearranges the 
coding in the virus. Our coding will show how Stuxnet infiltrates the fire-wall. 
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